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I. Background 

In the contemporary geopolitical landscape, characterized by an unprecedented 
acceleration of digitalization across all societal strata and a profound reconfiguration 
of power relations on the global stage, the modern constitutional state (Rechtsstaat) 
finds itself confronting a monumental structural and identity crisis. Cyberspace, 
initially conceptualized at the dawn of the internet as an ideal vector for global 
informational democratization, the free circulation of ideas, and the unfettered 
manifestation of freedom of expression, has been progressively transformed into a 
veritable theater of asymmetric warfare. In this new intangible environment of 
confrontation, which nevertheless yields devastating physical effects, classical state 
sovereignty, traditionally defined by exclusive control over a delimited geographical 
territory and physical borders, is diluted and contested by transborder data flows and 
logical attacks that cannot be repelled by conventional militaries.1  

The collective monograph under review represents a fundamental doctrinal 
contribution to the legal literature of public law and national security, providing an 
exhaustive investigation, spanning 18 dense chapters, into how modern constitutional 
democracies can survive invisible aggressions within the virtual space. From a 
methodological perspective, the work distinguishes itself through a profoundly 

 
1 This structural shift directly challenges the classic Westphalian definition of state sovereignty, which 

presupposes a clear alignment between physical boundaries and jurisdictional enforcement capabilities in the 
virtual realm. 
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interdisciplinarian approach, forging bridges between substantive criminal law, 
criminal procedural law, digital forensics, and, crucially, constitutional and 
international public law. 

The Central European region constitutes a research environment with a unique 
geopolitical weight, functioning as a veritable legal and strategic laboratory for testing 
new forms of societal resilience. The states within this geographical area, sharing a 
common historical memory scarred by the trauma of totalitarianism during the 
communist era and the complex processes of democratic transition at the end of the 
last century, manifest an acute sensitivity toward emerging neo-imperialist and 
revisionist policies in their eastern neighborhood. This historical and political reality 
obliges constitutional doctrines in these countries to adopt a significantly more defensive 
and pragmatic view of national security compared to established democracies in Western 
Europe.  

To ensure a rigorous reception of the analyses contained within this monumental 
work, it is imperative to clarify and anchor the key terms governing the authors' 
scientific discourse. Information warfare moves beyond the sphere of classical 
propaganda, being analyzed as a techno-structural system for manipulating data 
distribution channels. Hybrid threats represent coordinated actions combining military 
and non-military, kinetic and cybernetic means, deliberately maintained below the 
formal threshold of a conventional armed attack.  

Critical infrastructure denotes the indispensable framework for the functioning of 
vital societal services such as energy, transport, and communications. Finally, the 
concept of lawfare defines the cynical and abusive utilization of legal instruments and 
normative lacunae to secure strategic advantages or to paralyze the defensive capacity of 
a constitutional state.2 

II. General Presentation 

The internal architecture of this vast collective monograph reveals a coherent 
strategic planning, with its 18 chapters distributed with surgical precision around 
three interdependent conceptual pillars. This arrangement is by no means accidental; 
rather, it guides the reader through a progressive analytical journey, starting from the 
behavioral and criminological micro-dimension of crime within the virtual space, 
passing through the procedural mechanisms of criminal investigation, and culminating 
in the macroeconomic, geopolitical, constitutional, and national security macro-
dimension of sovereign states. The volume rejects simplistic, purely descriptive, or 
speculative approaches, opting instead for a profound critical analysis of statutory 

 
2 The fluid nature of lawfare requires a reconfiguration of public law instruments, as traditional legal 

frameworks are often weaponized by non-democratic actors to exploit the procedural guarantees of liberal 
democracies. 
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texts, the jurisprudence of constitutional and international courts, as well as national 
defense doctrines.  

The collective of authors brings together internationally renowned specialists, 
prestigious academics, digital forensics practitioners, and strategic planning experts 
affiliated with major university centers in Poland, Croatia, Hungary, and other European 
Union member states. This diversity of perspectives guarantees the work a dual value: 
a dogmatic rigor of the highest academic standard grafted onto a profound practical 
knowledge of how logical attacks operate in virtual space and how disinformation 
campaigns run on social media platforms. The comparative methodology employed allows 
for the identification of common vulnerabilities and the formulation of coordinated 
normative responses at both regional and European levels.  

The analysis begins by investigating the foundations of common cybercrime and 
advances organically toward complex forms of state-sponsored aggression. This 
logical trajectory is essential for the scholar of public law because it demonstrates 
how similar technical tools can be utilized either by a solitary offender for financial 
gain or by a foreign intelligence service to paralyze the constitutional institutions of a 
target state.  

The ultimate scientific purpose of the work is to demonstrate that the constitutional 
resilience of a modern state can no longer be guaranteed exclusively by maintaining a 
conventional military at the borders; rather, it necessitates a structural reform of how 
the state conceptualizes its sovereignty over logical networks, informational flows, 
and the critical infrastructures that enable society to function.3  

III. Contents of the Book: An Analytical Review  
of Doctrinal Contributions and Fundamental Theses 

A.  Cyber Criminology and the Industrialization of Virtual Delict (Chapters 1-6) 
The first six chapters of the book lay the theoretical foundations of digital 

criminology, highlighting a phenomenon designated by the authors as the 
"industrialization of computer crime." They analyze the irreversible shift from 
amateurish opportunistic attacks to the highly sophisticated business model of 
Cybercrime-as-a-Service (CaaS). Through this model, global organized crime 
syndicates lease malicious ransomware infrastructures or compromised networks of 
computers (botnets) to third-party attackers, exponentially multiplying the number of 
cyber aggressions. 

The authors explore in depth the "online disinhibition effect," a psychological 
mechanism whereby physical distance from the victim, the lack of direct eye contact, 

 
3 The balance between state surveillance and the preservation of civil liberties is governed by the 

constitutional principle of proportionality (Verhältnismäßigkeitsprinzip), which acts as a structural limit on 
executive aggrandizement. 



 Emanuela Denisa DINU 

C O N S T I T U T I O N A L  L A W  R E V I E W  

142 

RDC nr. 2/2025 

and the illusion of anonymity considerably reduce the moral barriers of offenders. 
This effect explains the ease with which attackers can extort hospitals or lock vital 
patient databases without experiencing the remorse characteristic of traditional 
violent crime. From a constitutional perspective, this section emphasizes that ensuring 
the cybersecurity of citizens has ceased to be a mere option of penal policy, becoming 
a genuine fundamental positive obligation of the state, derived directly from the 
constitutional right to individual security and physical and psychological integrity. 

B. The Digital Evidentiary Regime, Forensics, and the Protection of Human 
Rights (Chapters 7-15) 

In the section dedicated to criminal procedural law and digital forensics (Chapters 
7-15), the focus shifts to the recognition, seizure, and administration of digital evidence in 
cross-border proceedings. Digital evidence is characterized by unique structural 
parameters: it is intangible, volatile, and highly prone to alteration or destruction. 
Consequently, strict protocols are required to safeguard the chain of custody (chain of 
custody). Any failure to comply with international digital forensics standards during a 
computer search inevitably leads to the total inadmissibility of evidence before courts 
of law. 

The authors critically analyze the structural inefficiencies of Mutual Legal 
Assistance Treaties (MLATs), whose bureaucratic diplomatic channels can take months, 
a timeframe during which data stored via Cloud computing architectures in external 
jurisdictions can be deleted permanently with a simple keystroke. Within this framework, 
the emergence of the European Union's new e-Evidence legislative package is highlighted, 
designed to allow national prosecutors to issue direct orders to secure or produce 
data to service providers across other member states, scurtcircuiting traditional 
bureaucracy. Furthermore, these chapters offer an insightful analysis of the 
jurisprudence of the European Court of Human Rights and the Court of Justice of the 
European Union regarding the generalized and indiscriminate retention of traffic data, 
emphasizing that a constitutional rule of law cannot use the argument of security to 
establish a regime of total surveillance over the population, violating the right to 
privacy and the secrecy of communications.4 

C. The Techno-Tactical Architecture of Information Warfare and the Threat of 
AI (Chapter 16) 

The contribution by Stjepan Groš in Chapter 16 opens the third pillar by 
proposing a structural-technical methodology for analyzing information warfare, 
deliberately rejecting purely semantic or psychological interpretations belonging to 

 
4 See, inter alia, the landmark jurisprudence of the Court of Justice of the European Union in Joined Cases 

Digital Rights Ireland (C-293/12) and Tele2 Sverige (C-203/15), where the Court ruled that the retention of traffic 
data must be strictly targeted and non-generalized. 
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the sphere of cognitive operations. The author argues that content analysis is secondary 
to understanding the logistical mechanisms of production and dissemination of 
altered information. Groš divides the disinformation process into four distinct 
operator-controlled phases: generation (creation of narrative variants), production 
(adaptation of media form), publication (introduction into the digital space), and 
dissemination (amplification of the message to the target audience through algorithms 
and social bots).  

The chapter analyzes the disruptive impact of Large Language Models (LLMs) that 
emerged after November 2022, following the democratization of access to platforms 
like ChatGPT and open-source models. These technologies have drastically reduced 
the logistical costs for destabilization campaigns, allowing a single attacker to 
instantaneously generate thousands of unique texts, culturally tailored to the target 
audience. A major alarm is raised regarding Model Poisoning techniques, whereby 
malicious actors introduce distorted data directly into massive datasets used to train 
artificial intelligence on global open-source repositories like HuggingFace, causing 
systems to deliver refined and hard-to-detect disinformation to users.  

The author dissects social media channels (X, Facebook, TikTok, Reddit), 
programmatic digital advertising used for geographic micro-targeting, and the rise of 
encrypted communication platforms (Telegram, WhatsApp, Signal) operating on a 
push transmission system that eliminates the control of moderating algorithms. 
Finally, Groš places these developments in a historical context through an analysis of 
Operation Denver conducted by the KGB in the 1980s (the Infektion disinformation 
campaign regarding the origin of the HIV virus), demonstrating that the tactical 
structure of information warfare remains constant, with the internet merely offering 
exponential speed and scalability.5  

D.  Dilemmas of International Public Law in the "Gray Zone" and the 
Schrödinger Paradox (Chapter 17) 

In Chapter 17, Katarzyna Zombory explores the legal dimension of hybrid threats, 
describing the challenges posed to the norms of jus ad bellum and jus in bello through 
the lens of the Schrödinger's cat paradox, where the victim state finds itself 
simultaneously in an unregulated state of both peace and war. Western defensive 
doctrines are contrasted with eastern revisionist strategies, detailing the Gerasimov 
doctrine (Russia), according to which non-military methods have surpassed classical 
weapons in efficiency, and China's "Three Warfares" strategy (psychological, media, 
and legal/lawfare) designed to achieve "discursive power".  

 
5 Groš’s conceptualization of structural disinformation aligns with Jürgen Habermas’s theories on the 

degradation of the public sphere, shifting the focus from semantic manipulation to the systemic distortion of 
informational channels. 
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Zombory highlights the structural lacuna of Article 2(4) of the UN Charter, which 
only prohibits armed force, leaving economic, political pressures, and cyberattacks 
below the prohibited threshold of violence. To counter this vulnerability exploited by 
aggressors in the "gray zone," she analyzes the Theory of Accumulation of Events, 
which allows for the cumulative evaluation of multiple minor hybrid attacks as a single 
"armed attack" legitimizing self-defense under Article 51 of the UN Charter. The 
problem of attribution is investigated through the case study of Crimea (2014) and the 
use of unmarked troops ("little green men"), analyzing the standards of "effective 
control" (ICJ) and "overall control" (ICTY) in relation to the state responsibility norms 
(ARSIWA 2001).  

In the realm of human rights, the chapter analyzes the application of Article 15 of 
the ECHR regarding derogations in times of emergency (the case of Ukraine, with over 
20 notifications since 2015) and the risks of "hypocrisy costs" that democracies incur 
when restricting freedom of expression to combat foreign propaganda. Finally, 
Zombory provides a critical comparison between the EU's Solidarity Clause (Article 
222 TFEU) and the Mutual Defence Clause (Article 42(7) TEU), showcasing the 
inefficiency of their activation in real hybrid crises, such as the artificially orchestrated 
migration crisis by Belarus in 2021.6 

E. Critical Infrastructure Resilience and Poland's Doctrinal Mutations (Chapter 18) 
Chapter 18, drafted by Grzegorz Ocieczek, focuses on the evolution of critical 

infrastructure protection against natural and anthropogenic hazards, inventorying 
major precedents (the 1977 New York blackout, Chernobyl 1986, Fukushima 2011, the 
2007 cyberattacks on Estonia, and the cutting of submarine cables in the Red Sea in 
March 2024). The author recalls the early protection offered by International 
Humanitarian Law through Articles 55 and 56 of Additional Protocol I (prohibiting 
attacks on dams, dikes, and nuclear electrical generating stations).  

The core of the chapter is dedicated to the European Union's new regulatory 
package of December 2022, composed of the DORA Regulation (2022/2554) and 
Directive 2022/2556 for the financial sector, the NIS 2 Directive (2022/2555) for 
expanded cybersecurity, and the CER Directive (2022/2557) on the physical resilience 
of critical entities, which imposes strict national obligations to identify strategic 
operators, review national strategies every 4 years, and introduce rigorous 
background checks for critical personnel. Ocieczek correlates this framework with 
anti-terrorism legislation in Poland (Article 115 § 20 of the Penal Code and the 2016 
Anti-Terrorist Law with its four-level alert system harmonized with NATO) and the 
Hungarian model of the TIBEK center.  

 
6 The application of solidarity and defense clauses within primary EU law remains highly state-centric, highlighting 

the strategic reluctance of supranational entities to interfere with core national security prerogatives. 
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The most significant constitutional section is dedicated to the evolution of 
Poland's National Security Strategies between 1990 and 2020: 

• The 1990 Defense Doctrine: Drafted during the dissolution of the Warsaw 
Pact, focusing strictly on a classical territorial defensive approach.  

• The 1992 Strategy: The first formal reorientation toward NATO and EU 
integration; it introduces the role of Civil Protection and benefits conceptually from 
the context of the US National Security Revitalization Act of 1995 designed for NATO 
expansion.  

• The 2000 and 2003 Strategies: Adapted after joining NATO and participating 
in the Iraq mission, highlighting the first risks specific to ICT infrastructures.  

• The 2007 and 2014 Strategies: The 2007 strategy prioritizes energy security 
and source diversification; the 2014 strategy adopts a vulnerable stance, downplaying 
geopolitical developments as mere "challenges" rather than direct threats, a thesis 
rapidly invalidated by the conflict in Donbas.  

• The National Security Strategy of May 2020: Approved in response to modern 
asymmetrical conflicts, it directly names Russia's neo-imperialist policy and introduces 
a model of total societal resilience that mandates major infrastructure projects (the 
Central Communication Port, Via Carpatia), strict migration frameworks (Pillar IV), and 
energy diversification to eliminate dependence on Russian supply networks.7 

IV. Critical Assessment: Epistemological Tensions, Lawfare,  
and the Constitutional Limits of Securitization 

A. The Tension Between the Rule of Law (Rechtsstaat) and the Securitized State 
A critical assessment of this collective volume requires a deep substantive analysis 

of how the authors managed the great dilemma of contemporary constitutionalism: 
how can a state adopt exceptional defensive measures against asymmetric threats 
without cannibalizing its own democratic foundations? The primary scientific merit of 
the work lies in demonstrating the illusory nature of separating the technical security 
of networks from the stability of constitutional institutions.  

However, from a critical public law perspective, one can fault the volume for a 
certain reluctance to question the risks associated with the expansion of the concept 
of "total societal resilience" promoted especially in recent Central European strategies, 
such as Poland's 2020 Strategy. When resilience becomes a supreme constitutional 
imperative ordering transport, energy, migration, and communication policies, the 
border between the civil and military spheres becomes perilously blurred.  

 
7 The classification of geopolitical vectors as mere "challenges" rather than direct "threats" in early national 

strategies highlights a constitutional vulnerability, leaving the executive without timely legal recourse for 
emergency measures. 
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There is an imminent risk that the liberal rule of law will undergo a structural 
mutation into a "securitized state," where the fundamental rights of citizens are 
viewed not as absolute axiological values, but as mere variables adjustable according 
to vulnerabilities identified by intelligence services or national security councils. The 
strict reporting obligations introduced by the NIS 2 Directive and the amped 
background checks mandated by the CER Directive could create, in the absence of 
strict jurisdictional guarantees, the premises for disproportionate executive intrusions 
into private life and the economic freedom of commercial entities.  

B. Critique of the Theory of Accumulation of Events: Democratic Deficit and 
Executive Arbitrariness 

Another point of intense doctrinal controversy that this review wishes to 
highlight is the analysis provided by Zombory regarding the Theory of Accumulation of 
Events (Needle prick theory) as a solution to overcome the legal paralysis induced by 
Article 51 of the UN Charter. Although from a military and strategic standpoint this theory 
offers an attractive justification for a legitimate response to "gray zone" aggressions, 
from a constitutional perspective it generates a deep state of legal uncertainty.  

The cumulative evaluation of minor, non-kinetic hybrid attacks (such as the 
disinformation campaigns described in Chapter 16 or sub-threshold cyberattacks) to 
establish the existence of an "armed attack" suffers from a chronic deficit of 
predictability and democratic control. Leaving the prerogative to determine the exact 
moment when a succession of disparate events reaches the "critical mass" equivalent 
to an armed attack to the exclusive discretion of the executive power can lead to 
major institutional abuses.  

This approach favors the discretionary activation of states of exception (state of 
siege, state of emergency), the temporary suspension of certain constitutional 
guarantees, and the short-circuiting of Parliament, thereby weakening the classical 
mechanisms of checks and balances.8 

C. The Automation of Disinformation via LLMs and the Redefinition of the 
Marketplace of Ideas 

The techno-tactical analysis proposed by Groš in Chapter 16 makes a remarkable 
contribution by decoupling information warfare from the semantic analysis of content, 
but this thesis deserves a critical discussion from the perspective of the constitutional 
theory of freedom of expression. By demonstrating how Large Language Models 
(LLMs) and Model Poisoning techniques on platforms like HuggingFace enable the 
complete automation and industrialization of propaganda at zero cost, the author 

 
8 The "marketplace of ideas" metaphor, popularized by Justice Oliver Wendell Holmes Jr. in Abrams v. 

United States (1919), assumes rational competition. This democratic mechanism is fundamentally disrupted by 
the automated, low-cost multiplication of AI-generated content. 
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dismantles the foundation upon which the classical metaphor of the "marketplace of 
ideas" was built.9 

This traditional constitutional theory postulated that in a democratic society, 
through free confrontation, truth will ultimately triumph over falsehood. In the era of 
recommendation algorithms and synthetic disinformation generated by AI on an 
industrial scale, the marketplace of ideas is structurally flooded, producing censorship 
by noise and a cognitive fragmentation of the electorate.  

The major challenge that the volume leaves partially unresolved is determining 
how constitutional authorities can regulate and filter these logistical flows of 
disinformation without establishing a "Ministry of Truth". Restricting access to certain 
media platforms or imposing content moderation obligations can easily become tools 
of internal political censorship, generating those "hypocrisy costs" that democracies 
must avoid to preserve their moral legitimacy before their citizens.  

D. Lawfare as a Revisionist Strategy and the Resistance of Democratic Judicial 
Systems 

The concept of lawfare, the use of law as a weapon of war, analyzed in the text as 
a core component of China's "Three Warfares" strategy or the Gerasimov doctrine, 
raises fundamental questions regarding the integrity of judicial systems in democratic 
states. Hybrid aggressors utilize the procedural guarantees provided by constitutional 
democracies to launch harassing lawsuits (SLAPPs) against investigative journalists, 
block administrative public tenders for strategic infrastructure through frivolous appeals, 
or invoke international immunities to protect assets used in subversive operations.  

The collective volume deserves credit for exposing this vulnerability; however, a 
critical evaluation must emphasize that the remedy cannot consist in weakening 
procedural guarantees or creating exceptional tribunals. Constitutional resistance to 
lawfare requires a refinement of the mechanisms punishing the abuse of rights and 
specialized training for magistrates, who must learn to recognize when an apparently 
mundane civil or commercial litigation actually represents a state-sponsored hybrid 
destabilization operation.  

E. The Central European Model vs. The Western Model: A Historically Justified 
Doctrinal Rift 

Finally, the collective monograph brings to light an interesting doctrinal and 
axiological rift between the approaches specific to Central Europe and those of Western 
Europe in terms of national security. While constitutional doctrines in Western states 
(such as France or Germany) tend to prioritize the protection of individual rights, 

 
9 The "marketplace of ideas" metaphor, popularized by Justice Oliver Wendell Holmes Jr. in Abrams v. 

United States (1919), assumes rational competition. This democratic mechanism is fundamentally disrupted by 
the automated, low-cost multiplication of AI-generated content. 
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absolute data privacy, and the economic freedoms of private operators within 
cyberspace, the reviewed volume reflects an assertively defensive approach in which 
the collective interest of state survival and national security takes precedence.  

This difference, illustrated perfectly by the evolution of Poland's strategies 
analyzed by Ocieczek, should not be viewed as a deficit of commitment to democratic 
values, but as a direct consequence of the geopolitical realism imposed by geographic 
proximity to aggressive revisionist actors. For states on the front line of NATO's 
eastern flank, the security of energy infrastructure and protection against migration 
weaponized as a hybrid tool are matters of existential sovereignty, justifying a much 
deeper and more direct involvement of state authorities in coordinating society. The 
work thus provides a welcome doctrinal correction to idealistic currents in European 
public law, bringing back to the forefront the primordial function of the state: that of 
guaranteeing the physical and political survival of the constitutional community.  

V. Conclusions 

The collective monograph subject to this analysis represents a work of exceptional 
scientific value and an absolutely mandatory reading for configuring the public law of 
the future. The primary merit of the work is decoding the mechanisms through which 
technical vulnerabilities in virtual space transform into major constitutional crises in 
the physical plane.  

A profound epistemological parallel can be made with the conclusions of 
research in the field regarding the protection of national public spheres, where 
freedom of religion and conscience was defined as a "sensor" of the state of health of 
all other fundamental rights. In a perfectly symmetrical manner, cybersecurity, hybrid 
resilience, and critical infrastructure protection have ceased to be purely technical, 
logistical, or sectorial matters, becoming axiomatic guarantors of the very survival of 
the democratic constitutional order. In the absence of a secured digital space and 
networks protected against asymmetric sabotage, all other rights, freedoms, and 
guarantees inscribed in constitutional texts become mere legal illusions, incapable of 
being effectively exercised by citizens.  

From a de lege ferenda perspective, the conclusions drawn from the chapters of 
the volume outline clear and pragmatic guidelines for reforming national and 
European normative frameworks:  

• Integrating resilience into the constitutional core: European Union member 
states must move past the formal or bureaucratic transposition stage of the NIS 2 and 
CER Directives and the DORA Regulation, integrating these standards as fundamental 
principles in integrated national security strategies.  

• Flexibilizing attribution mechanisms: It is necessary to develop at the NATO 
and EU level common frameworks for the probabilistic and cumulative evaluation of 
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"gray zone" attacks, allowing for the activation of solidarity clauses (Art. 222 TFEU) or 
the right to self-defense before the physical effects of asymmetric sabotage become 
irreversible.  

• Legal protection against Model Poisoning and AI disinformation: Legislators 
must think of strict regulations regarding the transparency of datasets used to train 
global AI models, protecting the information space without instituting mechanisms of 
political censorship.  

By refusing to use simplifying graphic elements or tables and by choosing a firm 
methodological option to develop complex legal arguments exclusively through dense 
paragraphs rich in nuances and doctrinal references, the work fits the pattern of elite 
international academic publications. It offers not only a critical analysis of the present, 
but also an essential conceptual compass for protecting the rule of law against the 
geopolitical and technological storms of the twenty-first century.  


